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Abstract1 

Background/Objectives: As the paradigm changes with technological advancement and information society, 
next-generation products that can access information anytime, anywhere through mobile Internet devices 
through Smart work are being released. In particular, in the coronavirus era, there is a lot of interest in the 
introduction of Smart work. Methods/Statistical analysis: Companies that only pursued work in the office 
tend to support a free and creative work environment that goes beyond temporal and spatial restrictions. In 
addition, we are hoping for collaboration, efficiency, and organizational innovation through smart work 
communication. The introduction of Smart work by companies can be expected to have a positive impact on 
companies. Findings: Therefore, in this paper, we intend to provide a safe Smart work service through 
research and application of storage virtualization technology. In other words, a Smart work service was 
designed by securing the technology for operating the latest operating system based on mobile virtualization 
technology and storage virtualization technology, which is the core of mobile security. 
Improvements/Applications: The storage virtualization-based mobile work service proposed in this paper 
can be used for mobile terminals and special security-enhanced terminals that require high security in 
mobile environments. In addition, it can be used for mobile financial services for safe payment/payment 
such as electronic payment and internet banking, and prevents corporate information leakage and illegal 
access by unauthorized users in work environments such as Smart work using mobile terminals. 
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I. INTRODUCTION 

The present age is the information age, and the rapid 

development of information and communication 

technology is making a big difference in our daily 

life. We are entering an era in which the intangible 

resource of information excels in monetary value, 

and this change has increased the desire for use of 

PC users. As the paradigm shifts toward 

technological development and information society, 

in recent years mobile internet devices through Smart 

work Next-generation products that can access 

information anytime, anywhere are being released[1]. 

In an era of rapid changes in technology and trends, 

innovation of work space also emerged as a new 

topic as promptness and creativity of work became 

more important than anything else. We live in an era 

where people do not work but work with people. We 

live in a society where Smart work is implemented, 

that is, a knowledge-based society. As network 

environments and IT technologies are advanced 

worldwide, and interest in low-carbon green growth 

using IT is increasing, Smart work is being actively 

promoted in major developed countries. In the 21st 

century amid rapid IT technology development, the 

modern society has brought about the use of smart 

mobiles due to the development of mobiles, and has 

made people into a single object into the network. In 

this situation, the work space has been continuously 

developed so that people can perform work 

creatively and freely, and it has become a society in 

which a work environment can be created 

comfortably without time and space constraints[2-3]. 

In addition, the concept of Smart work emerged as a 

new concept of working in a space prepared outside 

the office instead of working as a kind of remote 

work such as home work. 

In other words, it is a term that refers to performing 

work outside the office using information and 

communication technology without going to the 

office. It can be defined as a flexible working form 

that is not restricted to the place or time by deviating 

from the method of working at a fixed time in the 

past. In the past, efforts have been made to attempt to 

work from home or remotely, but it has not been able 

to bring about a major policy and social direction due 

to the efforts to implement it in terms of technology. 

However, if you look at the background of the rise of 

Smart work in the industry today, it can be said that 

it is stronger than before[4]. One of the backgrounds 

is the development of IT technology. In the 

implementation of Smart work, the advancement of 

ICT technologies such as wireless networks and 

VoIP that enable remote work outside of companies 

and the development of digital devices such as tablet 

PCs and smart phones. It is a prerequisite[5-6]. 

Smart work is a future-oriented work environment 

that enables you to efficiently process work anytime, 

anywhere in various places and mobile environments, 

rather than the traditional office concept, which is a 

designated work space, and improves work speed 

and productivity through rapid work processing in 

the field. In addition, real-time collaboration through 

remote collaboration enables rapid decision-making 

and quick problem solving[7]. The flexibility of 

working types can expect positive effects, such as 

expanding employment opportunities for the 

underprivileged. 

Smart work can be said to be a form of work that 

uses information and communication technology to 

have a continuous relationship with the people 

involved in performing work without restriction of 

time and place. Smart work is a job concept with 

deeper flexibility in terms of time and place, and it 

means seeking to improve job efficiency through the 

use of various types of information and knowledge, 

and mutual trust and cooperation. In addition, Smart 

work can be classified into types such as homework, 

Smart work center work, and mobile mobile work 

based on the flexibility of time and place. This is 

used conceptually similarly to terms such as 

teleworking, telecommuting, and flexible working. 

The introduction of Smart work by companies can be 

expected to have a positive impact on companies 

such as cost reduction, work productivity 

improvement and customer satisfaction increase, 

excellent talent acquisition and utilization, and 

organizational expertise enhancement. With the 

introduction of Smart work, a large amount of 

information can be exchanged at a high speed, so 

most tasks such as personal contact and document 

sharing can be handled with Smart work. You can 

open it anytime, anywhere. In particular, the 

introduction of Smart work enables quick acquisition 

of information and real-time communication, 

overcoming time and space constraints, and even 

improving work speed and efficiency, so many 

organizations are making efforts to use smart devices 

for work. As such, the spread of smart devices can be 

seen as a new paradigm that has a great influence on 

our office environment and the business activities of 

the organization and further leads change. In addition, 

the Smart work environment is affecting various 

parts of the organization such as manpower 

management and work type, and the Smart work 

environment is not just a means to solve the 

limitations of time and space. Ultimately, it is 

meaningful to actively respond to environmental 

changes by inducing their creativity and innovative 

thinking and actions through the working 

environment for employees[8-10]. 

At a time when interest in Smart work is growing, it 

is necessary to conceptually clarify the definition of 

Smart work along with the characteristics of Smart 

work. Smart work does not consist of simple 

introduction and use of Smart work devices. In 
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addition, Smart work is based on remote 

collaboration, not simple remote work. It refers to a 

form of collaboration based on information and 

communication technology[11]. And, it is a 

technological facility base that allows you to work 

regardless of time and place. Smart work allows you 

to work anytime and anywhere without time and 

space constraints. Lastly, Smart work refers to a 

change from work hard to work smart. However, the 

existing Smart work method uses MDM as the most 

basic security measure. There are still many 

problems with respect to how to protect data when 

malicious codes are planted in a smartphone. 

Therefore, in this paper, we intend to provide a safe 

Smart work service through research and application 

of storage virtualization technology. In other words, 

a Smart work service was designed by securing the 

technology for operating the latest operating system 

based on mobile virtualization technology and 

storage virtualization technology, which is the core 

of mobile security. 

 

 

II. SMART WORK ENVIRONMENT 

First, Mobile office, the representative environment 

of Smart work, refers to a business system that can 

handle company work from outside through a mobile 

terminal (mobile communication device) anytime, 

anywhere. It consists of mobile terminals such as 

mobile office Smart work, solutions such as business 

related apps (APPS), mobile communication 

networks such as WCDMA and WIFI, and mobile 

platforms[13]. 

Smart work, a representative terminal of mobile 

offices, is a multi-cell phone with small computer 

functions that can be used not only for calling, but 

also for e-mail, Internet, and e-books. Furthermore, it 

can be expanded to the concept of Smart Mobile. 

This means a mobile terminal and service that 

accurately selects the information desired by the user 

based on the situation and provides it quickly and 

conveniently. Through the mobile office, work 

efficiency can be improved, public/customer service 

reinforced, vertical and horizontal communication 

can be strengthened, and cost reduction effects can 

be expected[14]. In addition, Smart work has an 

intuitive user interface, quick response speed, multi-

point touch, and an open application service model, 

enabling free installation and execution of various 

applications. 

Mobile O/S has various functions and advantages 

and disadvantages depending on its type. In the case 

of iPhone, it is user-friendly and operates the 

industry's largest application store, but it is 

inconvenient because it adheres to a closed and 

exclusive policy, while Android has an advantage of 

excellent openness. However, management costs 

such as development/operation costs and risks are 

high according to multiple terminals. As for the 

operating system (OS) of PC, MS Windows accounts 

for more than 90%, while in mobile environment, 

there are various such as Android, Windows Mobile, 

iPhone OS, and Blackberry OS. Along with the 

abolition of the WIPI mandate, various brands and 

OS-based Smart work have been spread in earnest in 

Korea. Such a mobile server platform should support 

various terminal environments and provide functions 

that can be applied to various Smart work 

environments at low cost. In order to implement 

concepts such as 'One Source Multi-use' or 'Any 

Device Any Platform', it supports various client 

types such as Smart work platform type, mobile web, 

mobile application, and rich client, and provides an 

interface based on user experience.  

Second, it is working from home. Home work is a 

flexible form of work in which a work space is 

provided at home using information and 

communication technology, and facilities and 

equipment necessary for work are built. To work 

from home, establish the same work environment as 

the office and use security authentication technology 

to access the company's intranet to perform work, or 

to collaborate with other workers away from the 

headquarters or remote locations, such as video 

conferencing and sharing work processes. I also go 

to practice. In other words, it refers to a work 

environment in which the main computer of the 

workplace and the computer installed at home are 

connected through an information and 

communication network to handle work at home 

without going to work. With the development of 

information and communication, the working type 

that requires a certain amount of space and time, like 

the conventional office type, has changed greatly, 

and it is possible to work from home in which all 

contact information is performed at the necessary 

time at home while using computer communication. 

These telecommuting services include a method in 

which a company is equipped with a job 

infrastructure (In-House type) and a method of 

receiving services using a telecommuting platform 

provided by a specialized company (Hosting type). 

The platform and PC environment necessary for 

working from home are provided as essential items, 

and the remaining elements such as supplementation 

and collaboration are optionally provided. In addition, 

it is possible to use enterprise solutions (groupware, 

ERP, tax/accounting solutions, etc.) for SMEs. 

Third, it is a Smart work center. The Smart work 

center is a form of working in an environment 

similar to an office using IT infrastructure in a 

dedicated facility built near the employee's residence. 

The smart work Center is a facility equipped with an 

IT-based remote work system to reduce the amount 

of time spent in offices in the city center and to work 
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near the residential area of workers. It is a complex 

space that provides the office environment necessary 

for knowledge work activities. It provides the same 

working environment as described above, so it is 

easy to engage in work and manage service. The 

environment of the Smart work center consists of 

facility infrastructure, IT infrastructure, and 

operation infrastructure. The facility infrastructure is 

a facility that composes the physical environment, 

and includes a work space used for working with 

workers, a conference room for online and offline 

meetings, seminars, education, etc., a cultural space 

for relaxation, and peripheral devices for work. It can 

be divided into a common office space that can be 

used jointly. Smart work centers can rent real offices 

and are equipped with video conferencing, high-

speed Internet, telephone systems, fax machines, 

printers and computer systems. In addition, staff are 

prepared for professional secretarial services and 

various interpretation and translation services[15-17]. 

The Smart work center application infrastructure 

provides applications (collaboration and 

communication, etc.) so that remote users can work 

in the same environment as the company from 

outside. Virtual company intranet, web disk, 

schedule management, collaboration (video 

conferencing UC, etc.), web mail, office programs, 

etc. For the effective use of the Smart work center, 

the building and operating entity should utilize the 

operation management system. In general, an 

infrastructure for operation management such as 

facility management, information desk, and access 

check is established so that workers can conveniently 

reserve and use various facilities of the Smart work 

center. 

As green growth emerges as the future vision of 

companies along with the coronavirus era, one of the 

efforts of companies to reduce carbon dioxide 

emissions is to reduce the emission of carbon dioxide 

generated during travel, such as commuting and 

business trips, and energy savings by improving the 

working method. Smart work is being spotlighted as 

an alternative to converting to a low-carbon work 

environment. 

 
Fig. 1.  Characteristic of smart work environment 
 

 At the same time, recent changes in social and 

cultural perceptions are also contributing to the 

spread of Smart work. As workers' values for work 

change from work life-centered to work & life 

balance that values personal life and quality of life, 

the demand for Smart work that makes it easy to 

have time with leisure and family such as self-

development time is increasing. In addition, people's 

perceptions of work are changing from the unit of 

time and space' to the unit of performance'. 

Therefore, when the Smart work is introduced, the 

practical trust that the work will be completed is 

formed rather than the expectation that the worker 

will work for a specific time, thereby creating a 

cultural environment that facilitates the introduction 

of Smart work. 

In addition, it creates the workforce value of Smart 

work for vulnerable people such as women, the 

elderly, and the disabled. In addition, there are 

expected effects from the introduction of Smart work, 

such as reduction of business operation costs due to 

the reduction of office space of the government and 

companies, improvement of productivity due to 

remote work, and improvement of employee 

satisfaction. These are the main factors that actively 

promote the adoption of Smart work by both the 

government and enterprises. In this way, Smart work 

does not simply replace basic tasks with mobile, but 

uses the characteristics of mobile to improve 

processes and create new values. 

The Smart work development stage is the first stage, 

where communication between employees is 

activated across the boundaries of time and place. In 

the second step, transparent information sharing is 

realized through real-time linkage with the in-house 

business system. In three stages, the way you work 

itself changes. Such changes are expected to have a 

great impact on companies belonging to general 

manufacturing and service industries as well as 

related industries such as mobile communication and 

IT. Figure 1 shows the characteristics of the 

environment changed due to the introduction and 

application of Smart work. 
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III. SMART WORK AND MOBILE OFFICE 

TRENDS 

The introduction of Smart work has various expected 

effects at the level of not only companies, but also 

workers and countries. At the corporate level, cost 

reduction and performance improvement have been 

demonstrated mainly by large companies and foreign 

companies. Representatively, IBM reduced office 

space and operating costs by 40-60%, and improved 

employee productivity. From the perspective of 

workers, the reduction in commuting time increases 

personal life and quality of life, resulting in higher 

work satisfaction, as well as career breaks and lower 

turnover rates. At the national level, there is an 

expectation effect of reducing traffic congestion due 

to commuting and dispersing the concentration of 

offices in the city center, and there is an advantage 

that can provide a tip for solving low birthrate and 

aging population. 

In the domestic and private sectors, the rate of use of 

Smart work in 2015 was 14.2%, an increase of 

3.8%p compared to 2012. The Smart work utilization 

rate is higher as the size of a company increases. 

Among the Smart work types, mobile offices 

(20.1%) are the most used, followed by 

teleconferences (11.2%), telecommuting (9.2%), and 

Smart work centers (5.9%). On the corporate side, 

Smart work was found to be effective in reducing 

office operation and management costs (59.5%) and 

working hours (54.9%). In addition, on the personal 

side, it was found that it is effective in reducing 

commuting time and expenses (73.2%), and securing 

parenting and housekeeping time (63.6%). In the 

case of female workers, it is recognized that Smart 

work is helpful in securing parenting or housework 

time (64.4%), and by age, 60% of those in their 

twenties saw that it helps relieve low birthrate[13-15]. 

Most of the public sector workers had experience 

using Smart work centers (85.8%). The most 

common reason for using a Smart work center was to 

save commuting time (71.0%), and when using a 

residential Smart work center, it was found that more 

than one hour (45.7%) compared to office commute. 

It was found that working at a Smart work center is 

effective in increasing efficiency (80.1%) and 

reducing working hours (79.5%) in terms of work. In 

particular, 60% of respondents said that their 

productivity (over 30%) has increased. Figure 2 

shows the frequency of use by Smart work service 

type. In addition to the introduction of Smart work, 

there are increasing cases of introducing mobile 

offices to increase business efficiency. In addition, as 

the existing PC-oriented Smart work environment 

expands to mobile terminals such as smartphones 

and tablet PCs, related security issues are rapidly 

rising as the use of wireless networks increases. In 

particular, as mobile offices are activated, the risk of 

data leakage and hacking using wireless networks 

increases due to loss of terminals. In addition, 

malicious code infection caused by reckless 

application use is also pointed out as a major security 

threat[17-19]. 

 

 Fig. 2.  Frequency of use by smart work service type  
 

Therefore, a mobile terminal management (MDM) 

solution that enables a mobile terminal to be used in 

a safe environment is being used when introducing a 

Smart work. Globally, Sybase, a strong player in the 

MDM market, mobile iron, and genprize are 

applying security technology in the Smart work 

platform market based on the know-how 

accumulated in the global market. Although 

competition in the MDM market is hot, it is difficult 

to find a particularly large difference by looking at 

the product introduction data of each company. 

Application management, asset management, and 

resource limiting are commonly supported by 

various MDM solutions, and the functions of most 

MDM solutions are not significantly different. 

Mobile offices, which occupy a large proportion of 

Smart work types, are most commonly used for 

mobile mobile work, but there is a problem of poor 

security. As mobile devices begin to emerge as a 

major target for hacking, it is time to prepare 

countermeasures. However, the level of domestic 

preparation for this is still insufficient. Currently, 

according to domestic mobile carriers and security 

industry officials, most of mobile security is in the 

form of supplying exclusive vaccines through app 

marketplaces. It mainly analyzes the patterns of 

newly generated malicious codes overseas, updates 

the mobile-only vaccine, and takes management 

measures if necessary. 

All three major mobile telecommunication 

companies in Korea are operating Google Android-

based app marketplaces, and since they do not have 

separate mobile security policies, they do not have 

any other means other than downloading and 

installing vaccines by customers. In addition, as the 

opinions of major mobile security technology users, 

including mobile operators, are so, domestic security 

companies have only thoughts other than vaccines, 

but do not have the technology to respond to mobile 

security threats in various fields. In the future, the 

trend of the mobile security market should go 
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beyond MDM, which acts as a vaccine and a kind of 

firewall, to manage mobile application distribution 

rights. In addition, like a web app in a PC 

environment, other apps other than the basic 

operating system (OS) will be managed through a 

separate virtual environment (VPN, virtualization 

technology). As mobile devices are starting to 

emerge as major hacking targets, it is necessary to 

prepare countermeasures, but the level of preparation 

in Korea is still insufficient. MDM is used as the 

most basic security measure, and there are still many 

problems regarding how to protect data when 

malicious code is planted in a smartphone. 

Therefore, in this paper, it was determined that it was 

necessary to solve the security problem for the safety 

of the Smart work service, and the research and 

application of mobile virtualization technology was 

conducted. Therefore, research was conducted to 

secure a technology for operating the latest operating 

system based on mobile virtualization technology 

and storage virtualization technology (mobile cloud 

resource management technology), which is the core 

of mobile security. 

 

 

IV. STORAGE VIRTUALIZATION AS A 

SMART WORK SERVICE 

Storage virtualization is not a new concept. The 

concept of taking many physical disk drives and 

representing them by volume names or drive letters 

began with the introduction of RAID arrays in the 

late 1970s. And the virtualization debate revived 

with the advent of architectures for network storage, 

such as Storage Area Network (SAN). In the case of 

storage virtualization, a virtual volume refers to a 

potentially large number of physical disk drives or 

other disk-based storage such as array partitions. 

Array partitions are self-created virtual volumes on a 

subset of the disks in the array. In the case of a 

storage network, almost anything that can be 

expressed as a logical unit number (LUN) can be 

aggregated into a virtual volume. 

The tremendous trend of increasing storage use has 

put a lot of pressure on storage operations and data 

management on a daily basis. As a result, satisfying 

service levels for availability and provisioning is a 

major challenge. To ease this burden, companies 

have begun to turn to disk and tape storage 

virtualization technologies. Storage virtualization is 

an integral part of an on demand strategy, allowing 

changes to the hardware infrastructure to be made 

with little or no impact on applications. As a result, 

storage virtualization facilitates management, 

increases application availability, and lowers total 

cost of ownership. Figure 3 shows a typical 

configuration and conceptual diagram for server and 

network virtualization. 

 

 
Fig. 3. Server and network virtualization concept 
 

How virtualization works is that software called a 

hypervisor separates physical resources from a 

virtual environment that requires them. Hypervisors 

can be deployed on operating systems such as 

laptops or installed directly on hardware such as 

servers, and most companies virtualize this way. The 

hypervisor partitions the physical resources and 

makes them available in a virtual environment. 

Resources are partitioned from physical to virtual 

environments as needed. Users interact with the 

virtual environment (commonly referred to as guest 

machines or virtual machines) and run calculations 

within the virtual environment. A virtual machine 

functions like a single data file. Just like digital files, 

you can move them from one computer to another 

and open them on either computer and work the 

same. When a virtual environment is running and a 

user or program issues a command that requires 

additional resources from the physical environment, 

the hypervisor passes the request to the physical 

system and caches the changes. All of this is done 

near native speed. 

After all, in order to provide a Smart work service in 

a mobile environment, security problems must be 

solved first, so research and application of mobile 

virtualization technology must be preceded. 

Therefore, it is necessary to secure and apply a 

technology for operating the latest operating system 

based on mobile virtualization technology and 

storage virtualization technology (mobile cloud 

resource management technology), which is the core 

of mobile security. 

In the paper, a dynamic service application structure 

was proposed for Smart work service applying 

virtualization-based security technology. A service 

change request can be made while the mobile device 

is operating a service, and the changed service can 

provide the changed service not only to the existing 

user of the Smart work system but also to other 

device users. As such, this study provides an 

adaptive architecture that can provide dynamic 

services beyond the static service range of the 

existing Smart work system to flexibly respond to 
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various changes in companies. Figure 4 shows the 

structure of a dynamic service type Smart work 

system. 

 

 

 
 
Fig. 4. Smart work system architecture 
 

 

Unlike the existing service method, the Smart work 

service is not managed by a single channel for 

service settings, but can provide a system that can 

change and manage services anytime, anywhere 

through multi-channel. The Smart work service 

process starts when an administrator requests a 

service change. Meta information is changed by the 

adaptive service manager in the Smart work system 

after a service change request. The changed service 

is notified to users who use the service through the 

notification service. Finally, users who use the 

service can use the changed service without stopping 

the service. 

Finally, the platform structure consists of systems 

such as web conferencing, collaboration tools, 

mobile offices, business apps, and security for small 

and medium-sized businesses based on an open 

platform and infrastructure such as internet service 

cloud of telecommunication companies. It is a 

system that provides an environment in which Smart 

workers can receive services centered on users 

according to the Smart worker field by the Smart 

work floor. 

 

 

 
Fig. 5. Smart work process 

 

V. CONCLUSION 

Due to the recent development of the 5th generation 

mobile communication and the growth of smart 

phones that provide rich mobile applications utilizing 

the same, various services are used through smart 

phones. In addition, the non-face-to-face industry is 

revitalizing due to corona, and non-face-to-face 

business processing based on various services is 

rapidly increasing. However, the advantages of the 

smartphone's convenience are achieved through 

‘proactive exposure’ of personal information such as 

one's location information, gender, and job, and there 

is an aspect of focusing information to increase 

productivity. 

Smartphone threats can be broadly divided into loss, 

malware infection, information leakage, financial 

loss, and exploitation of attack sites. It can be a 

threat to users, telecommunications service providers, 

terminal manufacturers, and information providers, 

but it has the most damage to users because it is a 

structure that causes leakage of personal information 

and financial loss, and measures are needed. In 

particular, if you lose your smartphone, you may 

suffer irreparable losses. Therefore, a security 

enhancement technology for important data or files is 

required, and this paper proposes a Smart work 

service applying a virtualization-based security 

technology for protecting important information in 

such a mobile environment. 

In this paper, in order to overcome the limitations 

and problems of mobile security, we designed a 

Smart work service that can operate on various 

mobile devices such as smartphones and tablet PCs 

by fusion of mobile security technology and mobile 

virtualization technology. In addition, a Smart work 

service based on mobile virtualization that can be 

operated on the latest Android and Linux operating 

systems was proposed. 

By providing a virtualization function for a device in 

a mobile device, it is possible to efficiently use the 

resources in the device. In addition, by separating the 

execution environment of the terminal into two 

domains and performing the storage and security 

functions of important data in the safety domain, it is 

possible to fundamentally block the attempt to leak 

important data through routing in the general domain. 

Since the cryptographic functions in the security 

engine include SEED and ARIA, which are domestic 

cryptographic algorithms, it is possible to interwork 

with existing domestic security systems. In addition, 

it is possible to provide various security services 

required in a user-centered mobile terminal 

environment, and can be used as a base technology 

for mobile security solutions such as MDM. 

The storage virtualization-based mobile work service 

proposed in this paper can be used for mobile 

terminals and special security-enhanced terminals 
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that require high security in mobile environments. In 

addition, it can be used for mobile financial services 

for safe payment/payment such as electronic 

payment and internet banking, and prevents 

corporate information leakage and illegal access by 

unauthorized users in work environments such as 

Smart work using mobile terminals. It can be used to 

ensure the safety of corporate cloud services. In the 

future, it is expected to be used as an important 

security function in establishing mobile e-

government such as administrative civil service and 

on-site support service. 
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